Burkert USA Corporation Job Applicant Privacy Notice
Effective Date: 11/29/22

1. Scope and Overview

Burkert USA Corporation (“Burkert”) is committed to protecting the privacy and security of
your personal information. This Privacy Notice describes how Burkert (“we”, “us”, “Company”)
collects and uses personal information about when you apply for a job with us. It also describes
our expectations for those who collect and manage our job applicants’ personal information
within our organization.

This Privacy Notice applies only to job applicants.

2. Collection of Personal Information

For purposes of this Privacy Notice, personal information means any information about an
identifiable individual collected in connection with the recruitment process. Personal information
does not include data where your identity has been removed so that we can no longer identify
you (anonymous data), which we may use for any purpose.

The types of personal information that we may collect from or about you, in connection with our
recruiting and onboarding activities include, but are not limited to:

e Personal contact details such as name, title, addresses, telephone numbers, and personal
email addresses.

e Work history and other relevant experience including information contained in a resume,
CV, cover letter, or job application.

e Education information including degrees awarded, transcripts, and other information
provided in support of the job application.

e Information collected during phone screenings and interviews.

e Details regarding the type of employment sought, desired salary, willingness to relocate,
job preferences, and other information related to compensation and benefits.

e Reference information and information received from background checks, where
applicable, including information provided by third parties.

e Information related to previous applications to Burkert or previous employment history
with Burkert.



We may collect personal information directly from you, as a job applicant. We may also collect
information from third parties including, for example, in connection with a background,
employment, or reference check, subject to your consent where required by law.

Failure to provide or allow us to use personal information required for our recruiting activities
may affect our ability to accomplish the purposes stated in this Privacy Notice.

3. Use of Personal Information

We may collect and use your personal information for recruiting and hiring purposes as well as
onboarding you as a new employee if you are hired. Examples of how we may use such
information include the following :

e Identifying and evaluating job applications, including assessing skills, qualifications, and
interests for the purposes of determining suitability for the position for which you have
applied.

e Verifying your information and carrying out employment, background, and reference
checks, where applicable, subject to your consent where required by applicable law.

e Communicating with you about the recruitment process and your application.

e Verifying your eligibility for employment and, if applicable and required, supporting you
with obtaining a work permit or visa.

e Keeping records related to our hiring processes, for only as long as appropriate under the
circumstances.

e If you accept an offer for employment, onboarding you as a new employee.

e Improving our recruitment and onboarding practices.

e Creating and submitting reports as required by applicable laws or regulations.

e To comply with our legal, regulatory, or other corporate governance requirements.
e Analyzing and improving our application and recruitment process.

In addition to using your personal information for the position for which you have applied, we
may retain and use your personal information to inform you about and consider you for other
positions that may be appropriate for you, with your consent. If you want to opt-out of us
considering you for other positions, you may contact us as specified below under Contact Us.

We may also use your personal information for our own legitimate business purposes, including,
without limitation, for the following purposes:

e To prevent fraud.



e To ensure network and information security, including preventing unauthorized access to
our computer and electronic communications systems and preventing malicious software
distribution.

We may collect and process the following personal information when you voluntarily provide it,
or we receive them from a third party with your consent, when relevant for a particular position
to carry out our obligations under employment law, or as applicable law otherwise permits:

e Physical or mental health condition or disability status to determine appropriate
workplace accommodations and evaluate fitness for a particular position,

e Race or ethnic origin to comply with statutory obligations, or
e Status as a military veteran status.

Where we have a legitimate need to process sensitive personal information about you for
purposes not identified above, we will only do so in compliance with applicable law.

4. Data Sharing

We disclose your personal information to third parties where required by law or to our
employees, contractors, designated agents, or third-party service providers who require such
information to assist us with administering the recruitment process, including third-party service
providers who provide services to us or on our behalf. We may use third-party service providers
for various purposes, including, but not limited to, obtaining employment verification and
background checks, and data storage or hosting. These third-party service providers may be
located outside of the country.

We do not permit our third-party service providers to process your personal information for their
own purposes. We only permit them to process your personal information for specified purposes
in accordance with our instructions.

We may also disclose your personal information for the following additional purposes where
permitted or required by applicable law:

e To other members of our group of companies (including outside of your home
jurisdiction) for the purposes set out in this Privacy Notice and as necessary to administer
the application and recruitment process.

e To comply with legal obligations or valid legal processes such as search warrants,
subpoenas, or court orders.

e To protect our rights and property and the rights of property of our subsidiaries, affiliates,
and parent company.

e During emergency situations or where necessary to protect the safety of persons.

e Where the personal information is publicly available.



e If a business transfer or change in ownership occurs and the disclosure is necessary to
complete the transaction.

e For additional purposes with your consent where such consent is required by law.

5. Data Security

We have implemented appropriate physical, technical, and organizational security measures
designed to secure your personal information against accidental loss and unauthorized access,
use, alteration, or disclosure. In addition, we limit access to personal information to those
employees, agents, contractors, and other third parties that have a legitimate business need for
such access.

6. Data Retention

We keep your personal information for as long as needed or permitted considering the purpose(s)
for which it was obtained. The criteria used to determine our retention periods include (i) for as
long as we have an ongoing relationship with you; (ii) as required by a legal obligation to which
we are subject to; or (iii) as advisable in light of our legal position (such as in regard of
applicable statutes of limitations, litigation, or regulatory investigations).

If you are offered and accept employment with us, the personal information we collected during
the application and recruitment process will become part of your employment record, and we
may use it in connection with your employment consistent with our employee personal
information policies. If you do not become an employee, or, once you are no longer an employee
with us, we will retain and securely destroy your personal information in accordance with our
document retention policy and applicable laws and regulations.

7. Updating Your Information

It is important that the personal information we hold about you is accurate and current. Please
keep us informed if your personal information changes during the application process. If your
personal information changes or you are concerned that we may have incorrect personal
information about you, please contact us at g.usahr@burkert.com. Any such communication
must be in writing.

8. Information Provided Pursuant to the California Consumer Privacy Act of 2018

The California Consumer Privacy Act of 2018 (“CCPA”) requires us to provide the following
information to job applicants who are California residents:



The information we collect from you is described in the Collection of Personal Information
above for the purposes described in Use of Personal Information above. That information

corresponds with the following categories of personal information under the CCPA.

Category Examples Collected
A. ldentifiers. A name, postal address, online identifiers, Internet YES
Protocol address, email address, account name, Social
Security number, driver's license number, passport
number, or other similar identifiers.
B. Personal A name, signature, Social Security number, physical YES
information characteristics or description, address, telephone number,
categories listed | passport number, driver's license or state identification
in the California | card number, education, employment, employment
Customer history, national origin, disability, citizenship,
Records statute immigration status, or medical information.
(1%'8 g(')v Code § Some personal information included in this category may
80(e))- overlap with other categories.
C. Protected Age (40 years or older), race, color, ancestry, national YES
classification origin, citizenship, religion or creed, marital status,
characteristics medical condition, physical or mental disability, sex
under California | (including gender, gender identity, gender expression,
or federal law. pregnancy or childbirth and related medical conditions),
sexual orientation, veteran or military status, genetic
information (including familial genetic information).
D. Commercial Records of personal property, products or services NO
information. purchased, obtained, or considered, or other purchasing
or consuming histories or tendencies.
E. Biometric Biometric information such as facial recognition or NO
information. fingerprints.
F. Internet or Browsing history, search history, information about NO
other similar interactions with our website, application, or
network activity. | advertisements.
G. Geolocation Physical location or movements. NO
data.
H. Sensory data. | Audio, electronic, visual, thermal, olfactory, or similar NO
information.
I. Professional or | Current or past job history or performance evaluations. YES

employment-
related




information.

J. Non-public
education
information (per
the Family
Educational
Rights and
Privacy Act (20
U.S.C. Section
12329, 34 C.F.R.
Part 99)).

Education information subject to the federal Family
Educational Rights and Privacy Act, such as student
records.

NO

K. Inferences
drawn from other
personal
information.

Profile reflecting a person's preferences, characteristics,
psychological trends, predispositions, behavior, attitudes,
intelligence, abilities, and aptitudes.

NO

9. Changes to This Privacy Notice

We reserve the right to update this Privacy Notice at any time. If such changes materially affect
how we use your personal information, we will accordingly notify you.

10. Contact Us

If you have any questions about this Privacy Notice, please contact us at: g.usahr@burkert.com




